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ABSTRACT
Existing ECC-based RFID authentication protocols exhibit vulnerabilities to various attacks. A new ECC-
based authentication protocol is proposed to address these issues, ensuring mutual authentication, con-
fidentiality, and resistance to SCA. The proposed protocol minimizes computational time and enhances
privacy features without additional calculations. Security and privacy comparisons with existing schemes
show the improved protocol’s effectiveness in mitigating threats. The study emphasizes practical imple-
mentation and detailed security analysis, highlighting the protocol’s efficiency and security enhance-
ments. Further, it discusses emerging security solutions, including encryption algorithms, secure key
exchange protocols, and anomaly detection techniques, to mitigate potential risks and enhance the
overall security posture of IoT and RFID systems. By understanding and addressing these security con-
cerns, organizations and individuals can fully leverage the transformative power of IoT and RFID tech-
nologies while safeguarding sensitive data and ensuring the integrity and reliability of interconnected
systems.
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1. Introduction

The Internet of Things (IoT) refers to a connected network of phys-
ical objects, devices, and sensors capable of gathering, transmitting,
and exchanging data through the Internet. These networked devices
can automatemany processes, enhance decision-making, and deliver
various services, all while exchanging data without human interven-
tion. However, people can interact with these devices to set up, give
instructions, or access the data [1,2]. Since the inception of IoT in
2008, the field has experienced significant growth [3]. In 2010, 7.5
billion devices were connected to the internet. It is estimated that
by 2025, there will be more than 30 billion IoT device connections,
averaging approximately four IoT devices per person [4]. IoT extends
the power of the internet beyond computers and smartphones to a
vast array of everyday objects, making them ‘smart’ and capable of
enhancing various aspects of our lives. However, given the increas-
ing connectivity of IoT devices, they need to be protected from any
security threats [5]. The IoT concept has numerous applications in
a variety of industries, including household appliances, healthcare,
security, etc [6]. It is expanding quickly and will soon be an insepara-
ble part of our daily life, its architecture is typically divided into three
layers.

• Sensing Layer: Collects data from the physical world through
sensors and devices.

• Network Layer: Transmits data from IoT devices to the process-
ing layer.

• Data Processing Layer: Filters, normalizes, and analyzes the
received data to derive actionable insights [7].
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1.1. Iot security challenges

Implementing IoT security involvesmeasures and practices designed
to protect interconnected devices and networks within the IoT
ecosystem from potential threats and vulnerabilities [8]. It involves
safeguarding data, securing communications, and ensuring the
integrity andprivacy of connected devices.With the growingnumber
of IoT devices, addressing security risks is crucial to prevent unau-
thorized access, data breaches, and potential harm to individuals
and infrastructure. Effective security measures, such as encryption,
authentication, and timely updates, are essential for maintaining
the trustworthiness and dependability of IoT systems. Despite these
measures, IoT systems remain vulnerable to a variety of attacks,
including:

• Side-Channel Attacks (SCA): Exploit power consumption or tim-
ing information to extract cryptographic keys.

• Replay Attacks: Intercept and retransmit authentication messages
to gain unauthorized access.

• Man-in-the-Middle (MITM) Attacks: Alter communication
between devices by intercepting and manipulating data.

• Impersonation Attacks: Exploit weak identity management to
impersonate legitimate devices.

• Cloning Attacks: Create duplicate devices by exploiting insecure
storage of cryptographic parameters.

• Denial-of-Service (DoS) Attacks: Overwhelm systemswith exces-
sive requests, rendering them unavailable to legitimate users.

• Key Compromise Impersonation (KCI) Attack: A KCI attack
occurs when an adversary compromises the private key of a

© 2025 Informa UK Limited, trading as Taylor & Francis Group

Downloaded for personal academic use. All rights reserved. https://papernode.online/

http://www.tandfonline.com
https://crossmark.crossref.org/dialog/?doi=10.1080/1206212X.2025.2491075&domain=pdf&date_stamp=2025-05-07
http://orcid.org/0009-0004-7948-8367
http://orcid.org/0000-0003-0668-9796
http://orcid.org/0000-0002-9969-6110
http://orcid.org/0000-0001-5055-5969
mailto:mahfoozalam.amu@gmail.com
mailto:malam.cs19@gmail.com
https://ballisticcomainvitation.com/t2e548yr3v?key=403e8f291d0b160c8210d10a973a50a9


INTERNATIONAL JOURNAL OF COMPUTERS AND APPLICATIONS 425

legitimate entity and uses it to impersonate another entity in the
system, bypassing authentication mechanisms.

1.2. Elliptic Curve Cryptography (ECC) in IoT and RFID

Elliptic Curve Cryptography (ECC) has emerged as a beacon of
lightweight cryptographic strength, particularly relevant for Radio-
frequency Identification (RFID) systems where computational sim-
plicity is crucial [9]. The application of ECC in RFID signifies a
significant advancement in balancing stringent security demands
with the inherent resource constraints of RFID tags. ECC’s ability to
provide high levels of security with relatively small key sizes results
in reduced power consumption and faster computations, making it
a perfect match for the lean nature of RFID technology [10–12].
This synergy between ECC and RFID not only strengthens tag-to-
reader communications against sophisticated attacks but also sup-
ports ongoing research into lightweight cryptography, striving for
the highest efficiency and security in the ever-expanding scope of
wireless identification.

RFID technology, harnessed within the purview of security and
authentication, has seen a significant evolution with the integration
of ECC [13]. ECC’s strength lies in its lower computational over-
head and higher security per bit of key size, making it ideally suited
for resource-constrained environments like RFID systems [14]. This
melding of technologies brings forth a paradigmwhere the compact-
ness of RFID tags’ compactness synergizes with ECC’s robustness,
paving the way for a new generation of secure, efficient, and scal-
able authentication mechanisms. These advancements not only bol-
ster the security landscape of RFID applications but also open new
avenues for research, focusing on optimizing the balance between
computational efficiency and cryptographic strength [15]. In order
to facilitate safe and effective device authentication, the proposed
strategy incorporates RFID technology into IoT networks. In IoT
networks, RFID tags – whether active, passive, or semi-passive – are
essential for tracking and identifying physical things. The ECC-based
authentication protocol addresses resource limitations and security
issues common to IoT environments , which guarantees safe commu-
nication between RFID tags, readers, and backend systems. The sys-
tem works with IoT-enabled active tags, which may have extra sen-
sors or communication features enabling direct communication with
IoT networks, even if it ismade to be agnostic to the type of RFID tag.

RFID-based mutual authentication schemes using ECC are vul-
nerable to various threats, including side-channel attacks (SCA). For
instance, power analysis attacks can exploit power consumption pat-
terns or execution time variations to extract private cryptographic
keys. Replay attacks happen when a hacker uses weak challenge-
response protocols to intercept and retransmit authentication mes-
sages. If encryption and mutual authentication are not correctly
implemented, attackers can change communication between the tag
and server through Man-in-the-Middle (MITM) attacks. If adver-
saries are able to determine tag identities due to inadequate tag
identification methods, impersonation attacks may be possible. If
ECC keys are not changed on a regular basis, cloning attacks can
generate duplicate tags by taking advantage of the insecure storage
of cryptographic parameters. Also, by taking advantage of ECC’s
increased processing requirements, Denial-of-Service (DoS) attacks
might overload the server with too many authentication requests,
preventing authorized access. The contributions of this paper are
summarized as follows.

• We show that protocols [16–25] are vulnerable to SCA attacks,
contrary to their claims. Our analysis reveals that these schemes
fail to achieve certain important security goals, as highlighted in
[25].

• We propose an improved ECC-based authentication protocol
design to minimize computational costs compared to protocols
[16–27]. The security analysis demonstrates that our protocol
provides mutual authentication, confidentiality, anonymity, and
resistance to SCA.

• We present the implementation results of our proposed protocol
in an RFID system to demonstrate its practicality and feasibil-
ity, utilizing SCA attacks in our evaluation. We present detailed
security and performance comparisons between our protocol and
related existing schemes.

The rest of this paper is structured in the following manner: Section
2 outlines the review papers on RFID technologies. Section 3 intro-
duces the system model, RFID protocols reliant on ECC, and the
essential vulnerability criteria needed for their effective implemen-
tation. Section 4 proposes a secure authentication scheme for RFID
systems based on ECC. Section 5 provides an in-depth analysis of
performance and functionality disparities, while the discussion is
presented in Section 6.

2. Literature review

RFID authentication protocols play a critical role in ensuring the
security and integrity of RFID systems. Recent research has focused
on leveraging ECC to enhance the security of RFID authentication
protocols. The literature review on RFID authentication protocols
covers various aspects of lightweight RFID authentication protocols
suitable for different applications. The review also includes an analy-
sis of mutual authentication protocols, cryptographic solutions, and
security challenges faced by RFID systems. This segment presents a
review of prior studies on authentication protocols for RFID systems
based on ECC and delineates the novel contributions of this paper.
Several RFID protocols have been devised to address the diverse
security and privacy challenges inherent in RFID systems. A recent
exhaustive examination of existing protocols in this domain can be
found in Avoine’s RFID Security and Privacy Lounge. In the realm of
public key cryptography (PKC), a significant majority of researchers
have favoured ECC-based protocols due to their capacity to deliver
high security using smaller key dimensions, alongside streamlined
and effective computational processes.

In 2014, Zhao introduced [17] a novel protocol and demonstrated
a vulnerability in Liao andHsiao’s protocol [28], wherein adversaries
can extract the private key stored in the tag through a key compro-
mise attack. The analysis reveals that Liao and Hsiao’s protocol fails
to uphold any security or privacy assurances as discussed in [19].

In 2017, Izza et al. [18] introduced a robust RFID authentica-
tion mechanism aimed at facilitating protected healthcare support
and diagnostics while maintaining patient privacy in an IoT setting.
This enhanced protocol is structured into two primary components:
authentication and secure data transmission. Through rigorous eval-
uation using Burrows–Abadi–Needham (BAN) logic and random
oracles alongside informal security assessments, [15] demonstrates
resilience against significant security threats such as impersonation
and privileged insider attacks, among others. The protocol ensures
confidentiality, bidirectional authentication, and anonymity between
the reader tag and the healthcare server, enhancing the patient data
security framework. Moreover, Zheng et al., 2017 [22] introduced an
enhanced version of the protocol originally developed by Tian and
his team, designed to withstand de-synchronization and traceability
attacks. Tian et al. had earlier developed a highly lightweight proto-
col, known as Random Access Permutation Protocol (RAPP), which
leveraged permutation functions alongside XOR, permutation, and
left rotation operations to fulfill the security requirements of RFID
systems. This protocol was engineered to counter various threats,
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including tango, disclosure, replay attacks, and de-synchronization
within RFID environments. However, Ahmadian and his team later
pointed out a vulnerability in Tian’s protocol, indicating it could not
effectively defend against de-synchronization attacks. Following this,
[22] an approach based on the ECDLP-Random key, as detailed in
their research, to address these security challenges.

In 2018, Naeem et al.’s protocol [19] analyzed a newly introduced
RFID authentication protocol designed for IoT infrastructures. In
[19] proved that the protocol, originally proposed in [20], lacks scal-
ability, being limited to supporting just a single tag. Naeem went
on to propose enhancements to the [20] scheme, making it not
only secure but also scalable for application in various IoT settings.
Additionally, these proposed modifications significantly lessen both
computational and communication cost. Further, Alamr et al., 20
introduced a novel RFID authentication protocol [20], which uti-
lizes elliptical curves and employs the Elliptic Curve Diffie-Hellman
(ECDH) protocol as a key exchange method to establish secure com-
munication between the tag and the reader. The ECDH protocol
allows each party to possess its own public-private key pair and gen-
erate a new, modifiable key for encrypting the communication. This
protocol is based on the Elliptic Curve Discrete Logarithm Prob-
lem (ECDLP) and the Elliptic Curve Factorization Problem (ECFP).
The ECFP involves finding the points [s]P and [t]P such that the
quantity Q equals [s]P+ [t]P. Yang et al., 2018 [23] introduced an
upgraded lightweight RFID authentication protocol tailored specif-
ically for the IoT. Designed to meet the unique requirements of IoT
settings, this protocol offers improved security and efficiency. The
proposed protocol’s main objective is to streamline the RFID system
authentication procedure used in IoT situations, providing strong
protection against security flaws while reducing computing load. By
harnessing lightweight cryptographic methods, the protocol strikes
a balance between security and efficiency, rendering it well-suited
for IoT devices with limited resources. In summary, the proposed
work contributes to the advancement of authentication mechanisms
in RFID-based IoT systems, thereby bolstering the overall security
stance of IoT deployments.

In 2020, the author Benssalah et al., presents a novel RFID authen-
tication protocol tailored specifically for IoT environments [21].
This protocol relies on ECC, leveraging its strengths to secure IoT
systems effectively. This authentication protocol’s main goal is to
address the efficiency and security issues that come with RFID-
based IoT applications. Because the protocol uses ECC, it minimizes
computational load and provides strong security, making it perfect
for low-resource IoT devices. In essence, the proposed work cen-
tres on enhancing authentication mechanisms in RFID-enabled IoT
setups using ECC, thereby contributing to the progress of secure
and efficient IoT implementations. Moreover, Sowjanya et al., 16,
recently proposed a scheme in [16]. It is highly efficient, requiring
only three elliptic curve multiplications on the tag side. However,
it is not scalable, as an exhaustive search on the reader side is nec-
essary to determine the Diffie-Hellman key to decrypt the message
and retrieve the basic information. Furthermore, if the secret key of
the reader or tag is compromised, the tag’s identity can be exposed.
This protocol is compared with those in [29–31], all of which
have several shortcomings, such as a lack of resistance to session-
specific temporary information attacks and time synchronization
attacks.

In 2021, Arslan and Bingöl introduced a secure, privacy-focused,
and effective authentication protocol for RFID based on ECC [32].
This work included a thorough performance and security evalua-
tion of the proposed protocol, with comparisons to existing schemes.
Moreover, the protocol was implemented in an actual RFID system
to showcase its real-world applicability. To the best of our knowledge,
this scheme stands out as the most effective RFID authentication

protocol utilizing ECC implemented in practice, fulfilling all essen-
tial security and privacy requirements, including both backward and
forward privacy. According to Aloui’s protocol 2021 [24], the tag
accepts a random message Rr from the reader without validating
it beforehand. The tag is required to complete the entire authen-
tication process before determining the legitimacy of the request.
Consequently, the tag lacks the capability to prevent a high volume
of potential requests ormanage inquiries from unauthorized readers.
Consequently, the protocol may be susceptible to denial-of-service
attacks.

In 2022, Noori et al. [26], introduced a scheme based on ECC to
establish amutual authentication within RFID technology in the IoT.
The proposed scheme has lower computational costs, lower com-
munication costs, while improving security against common RFID
attacks. Despite its advantage, the protocol still faces high computa-
tional overhead for resource-constrained IoT devices and also lacks
in providingMIMT, Impersonation, SPA, and DEMA. In 2023, Tim-
ouhin et al. [27], introduced a new ECC-based RFID authentication
protocol designed to enhance security in IoT environments. The
proposed protocol ensured mutual authentication, confidentiality,
integrity, anonymity, and availability. It reduced computational and
communication overhead while offering strong resistance against
replay, tracking, and denial-of-service attacks. The scheme could not
provide security against SPA and DEMA attacks. The comparative
analysis is presented in Table 1 based on the existing literature review.

3. Systemmodel

RFID tags are an important component of an RFID-based system;
thus, it is important to look into the complete system design and
its collaborative operation. An RFID system has various intercon-
nected components, including tags, readers, middleware, databases,
and application software, collaboratively facilitating seamless data
gathering, transmission, and processing. The combined performance
of these components determines the overall system efficiency, cover-
ing aspects such as data accuracy, security, and real-time processing
capabilities. Based on power supply sources, RFID tags are classified
into three categories: active, passive, and semi-passive tags. TheRFID
system includes readers, which are positioned between the tags and
the back-end server and function as interrogators. An RFID system
typically comprises numerous tags, readers, and a back-end server
[24]. A standard model of an RFID system is shown in Figure 1.
RFID systems use radio frequency (RF) technology to enable wireless
communication between tags and readers for various identification
and authentication purposes. In some instances, the tag contains
only a unique identification code, such as an Electronic Product
Code (EPC). This identification code is written onto the tag and is
unmodifiable.

3.1. Components of an RFID system

RFID systems need to be safeguarded, especially when they are
utilized in sensitive or essential applications. RFID system secu-
rity requirements aim to preserve data integrity, confidentiality, and
availability, as well as to protect against unauthorized access and
harmful assaults. RFID functions by transmitting and receiving sig-
nals using an antenna and an integrated circuit (IC) [31,33]. It
primarily consists of two components: the RFID tag and the RFID
reader. The RFID tags, equipped with an IC and an antenna, transmit
data to the RFID reader, also known as an interrogator. The reader
converts these radio waves into a more usable form of information.
The data gathered from the RFID tags is then sent via a communica-
tion interface to a host computer system, where it can be stored in a
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Table 1. A Comparative Analysis of RFID Systems using ECC of Existing Works.

References Cryptosystem Threat Model Advantages / Secure against such attacks Weakness/ Limitations

Zhao’s scheme 2014 [17] ECC Key compromise, impersonation,
replay, server spoofing, DoS,
tracking, cloning

MITMA, Replay, Key Compromise, DoS,
Location Tracking Cloning, Server Spoofing,
and De-synchronization represent various
security threats.

Does not provide tag anonymity, location
privacy, data integrity, or backward and
forward privacy.

Izza et al., protocol 2017 [18] ECC, One-way hash function,
Digital Signature with
Message Recovery (DSMR)

Dolev – Yao Threat Model DoS, MITMA, key compromise Attacks using desynchronization techniques
can occur on the communication channel.

Zheng et al., Protocol 2017 [22] ECC Cloning, tracking, DoS, and system
internal attacks

MITMA, Impersonation, Replay, Location
tracking, Key compromise, Cloning, Server
spoofing, DoS, De-synchronization

Considering that only the channel Security of
Secret Keys Against SCA attacks is not safe

Naeem et al., protocol 2018
[19]

ECC Replay, impersonation , MITM,
and tracking attacks

MITMA, Replay, Key Compromise, DoS,
Location Tracking Cloning, Server Spoofing,
and De-synchronization are all security
concerns or threats.

This protocol does not consider SCA attacks.

Yang et al., 2018 [23] ECC Replay, impersonation, and
modification attacks

MITMA, Replay, Key Compromise, DoS,
Location Tracking Cloning, Server Spoofing,
and De-synchronization represent various
security threats

During data transmission, Yang’s protocols are
susceptible to SCA vulnerabilities.

Alamr et al., protocol 2018 [20] ECC, Elliptic Curve
Diffie-Hellman (ECDH)

MITM, replay, and impersonation
attacks

MITMA, Impersonation, Replay, Key
compromise, Location tracking, Cloning,
Server spoofing

This scheme does not provide a DoS attack.

Benssalah et al., protocol 2020
[21]

ECC SCA, impersonation, replay,
and identity disclosure attacks

MITMA, Impersonation, Replay, Key
compromise, Location tracking, DoS,
Cloning, Server spoofing,
De-synchronization

This scheme does not achieve SCA attack and
does not provide forward and/or backward
privacy, contrary to their claim [21].

Sowjanya et al., 16 [16] ECC MITM, impersonation , replay, and key
compromise attacks

Mutual Authentication, Anonymity, Perfect
Forward Secrecy, DoS.

Desynchronization attack, Scalability, SCA
attack, Backward secrecy.

Aloui et al., protocol 2021 [24] ECC Replay, impersonation , MITM,
and cloning attacks

Replay, Location tracking, MITMA, Cloning,
Server spoofing, SPA

This protocol is not resistant to DEMA and DPA
attacks.

Noori et al., 26 [26] ECC MITM, replay, eavesdropping,
and forging attacks

Lower computational cost, communication
cost, and elliptic curve point multiplication
time

Resistant to replay, MITM, and forging attacks
validated using the AVISPA tool

It may have a higher computational cost for
ultra-lightweight RFID devices
Implementation may require optimizing
elliptic curve parameter selection.

Timouhin et al., 27 [27] ECC Spoofing, tracking, and DoS attacks Secure authentication between RFID tags,
readers, and servers

Resistance against spoofing, tracking, and
denial of service attacks

Potential synchronization issues in large-scale
RFID deployments, and may require
additional optimizations for real-time IoT
applications
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Figure 1. The components of RFID tags, RFID readers, and backend systems.

database and analyzed later [34]. The following figure illustrates this
process.

3.1.1. RFID reader
The RFID reader plays a crucial role in tag identification, consisting
of a transmitter, microprocessor, receiver, and antenna. This device
emits electromagnetic waves containing a signal directed towards
the target for identification. Subsequently, it captures signals that
carry data from the tags. RFID readers can be stationary or portable,
and their antennas are available in various shapes [35]. RFID read-
ers authenticate and encrypt communication with RFID tags to
ensure data integrity, confidentiality, and authenticity [36]. Authen-
tication protocols can be symmetric, asymmetric, or lightweight,
verifying tag identity and preventing unauthorized access. Encryp-
tion schemes protect data from eavesdropping and tampering, using
symmetric or asymmetric cryptography, or lightweight mechanisms
like stream ciphers or block ciphers. Security challenges in RFID sys-
tems include physical, logical, and protocol issues, impacting authen-
tication and encryption effectiveness [37]. Various attacks like tag
disabling, cloning, tracking, and replay attacks pose security risks,
emphasizing the need for robust security measures in RFID systems
[38]. Mutual authentication protocols based on ECC enhance RFID
security, resisting attacks like impersonation and replay attacks [39].
ECC offers advantages in security and efficiency due to its smaller
key size and strong encryption capabilities [40].

3.1.2. RFID tag
RFID tags function as small data storage units connected to objects,
assets, or humans, facilitating efficient tracking and management in
diverse applications [29]. RFID tags possess antennas that enable
efficient communication with RFID readers within a specific fre-
quency band, which is crucial to their performance. These interac-
tions enable the transfer of data from the tag to the reader, hence
enabling the extraction of stored information. RFID tags function
as essential elements within a comprehensive RFID system, which
encompasses readers, middleware, databases, and application soft-
ware. The efficiency of an RFID system relies on the collaboration of
its components to facilitate smooth data collecting, processing, and
decision-making.

According to [30], RFID technology facilitates real-time track-
ing and administration of products; nevertheless, its efficiency is
dependent upon the interaction among tags, readers, and backend
systems. RFID readers acquire tag information and transmit it to a
central database through middleware, where the data is processed,
analyzed, and incorporated into enterprise applications. Security

measures integrated into RFID tags, including encryption, are essen-
tial for protecting unique identifiers and sensitive data. However,
the comprehensive security of the system is dependent upon net-
work security protocols, authenticationmethods, and access controls
throughout the entire RFID infrastructure [31]. The success of an
RFID deployment depends on the collaboration among hardware,
communication protocols, and data management strategies, which
ensures accuracy, security, and operational efficiency.

3.1.3. Backend server
In RFID systems, back-end systems, or servers, serve as central com-
ponents responsible for processing, storing, andmanagingRFIDdata
collected from readers [41]. These servers, encompassing software,
databases, and servers, play a pivotal role in integrating RFID data
with other business processes such as inventorymanagement or con-
nected devices. They interact with multiple readers, receiving data
and performing data processing and analysis tasks. Security mea-
sures implemented within servers are paramount to ensuring data
integrity, confidentiality, and access control. As highlighted by [42],
these security functionalities include validating and processing data
received from readers, as well as enforcing authentication and autho-
rization policies to safeguard against unauthorized access and data
breaches. Servers leverage security protocols to verify the authen-
ticity of both readers and tags, ensuring that only legitimate data is
processed and stored securely [43].

3.2. Iot integration in the systemmodel

In order to provide safe and effective device and object authentica-
tion, the suggested system model integrates RFID technology into
the larger IoT ecosystem. This concept allows physical things to be
uniquely identified and monitored within IoT networks by attaching
RFID tags to them. As gateways, RFID readers receive informa-
tion from the tags and send it to cloud-based systems or backend
servers for processing and analysis. IoT systems may now auto-
mate procedures, improve decision-making, and provide services
based on real-time data from RFID-tagged devices. The proposed
ECC-based authentication protocol ensures secure communication
between RFID tags, readers, and backend systems, addressing the
resource constraints and security challenges typical of IoT envi-
ronments. By providing mutual authentication, confidentiality, and
resistance to attacks such as replay and impersonation, the protocol
enhances the overall security of IoT deployments. This integration
of RFID and IoT enables scalable, efficient, and secure solutions for
applications such as supply chainmanagement, healthcare, and smart
cities.
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3.3. Assumptions and threatsmodel

The protocol assumes that the RFID tag and reader are secure, and
the communication channel is secure. However, it is vulnerable to
various attacks, such as replay attacks, man-in-the-middle attacks,
Server Spoofing, DoS attacks, and impersonation attacks [24,44].
Based on the provided research papers, [16–27] protocol is identi-
fied as vulnerable to MITM attack, while Impersonation Attacks are
mentioned in the protocols [16–25]. Key Compromise Attacks are
addressed in the papers [17,19,20,22,25]. Additionally, DoS attacks
are discussed in the works by [9,15,17,20–23,25]. Cloning attacks are
highlighted in the papers [9,17,19–25]. Furthermore, Server Spoof-
ing is mentioned in the papers by [17,19–25].

Information about Side-Channel Attacks (SCA) exploits has been
disclosed by analysing physical attributes of the system, such as
power usage or electromagnetic radiation [45,46]. Protocols should
be designed employing defences to mitigate SCA, such as using
constant-time algorithms, secure hardware implementation, or ran-
domizing power consumption. SCA can be avoided through ECC
itself is able to withstand specific SCA, like basic power analysis or
timing attacks, due to its inherent mathematical properties [25].

Studies by [34,47] explore the vulnerabilities of various RFID
authentication protocols employing ECC against hardware attacks,
especially SCA. Their findings underscore the susceptibility of these
protocols to Analysing differential electromagnetic attack (DEMA)
fields and differential power analysis (DPA) and other forms of SCAs,
highlighting deficiencies in safeguarding secret keys and resisting
unauthorized access. Despite the rigorous cryptographic mecha-
nisms embedded within these protocols, the lack of robustness
against SCA is a significant challenge in ensuring the integrity and
security of RFID systems. Consequently, there is a pressing need
for further research and development efforts aimed at enhancing
the resilience of ECC-based RFID authentication protocols against
hardware-based attacks, thus fortifying the overall security posture
of RFID-enabled systems.

The existing approaches for RFID authentication protocols using
ECC face several challenges and limitations. The applicability of
asymmetric systems such as ECC for RFID remains an unre-
solved research challenge, primarily due to constraints related to tag
expenses, gate count, and power allocation. It is crucial to meticu-
lously design the ECC architecture and asymmetric mutual authen-
tication protocol to guarantee both security and efficiency [48].
Employing ECC crypto-systems within RFID systems aims to ensure
confidentiality and mutual authentication. However, the hardware
vulnerabilities of encryption block within tags can be exploited
by hardware attacks such as side-channel analysis (SCA) and fault
attacks (FA) [49]. These attacks, as highlighted by, pose a significant
threat to the security of RFID systems.While SCA attacks on contact-
less devices like RFID aremore intricate compared to contact devices,
they are not beyond the realm of feasibility. While RFID authentica-
tion protocols integrate symmetric encryption cryptographic primi-
tives to mitigate SCA attacks, there is a lack of protocols specifically
addressing the security of encryption blocks against SCA attacks.
This gap in the literature highlights the need for further research to
ensure the security of encryption blocks against SCA attacks. The
need to develop lightweight ECC implementation designs explic-
itly for RFID applications arises from the resource constraints of
RFID systems. However, the development of these architectures is
still an active area of research, and the search for optimal solutions
continues.

3.4. ECC in IoT security

ECC is emerging as a promising solution to enhance security mea-
sures within IoT networks [50]. As an asymmetric encryption

method, ECC secures data transmission across public networks
through the exchange of public keys [34,51]. The need to balance
security, speed, and hardware resource utilization hasmade the hard-
ware implementation of the ECC algorithm amajor emphasis during
the past 10 years. The efficacy of ECC algorithms is highly depen-
dent on arithmetic operations within the foundational GF, which
are either prime order domains GF (p) or binary fields GF (2m).
Both types offer comparable security levels, but GF (2m) is noted
for its simplicity and ease of implementation in hardware. In these
fields, addition and subtraction operations are efficiently performed
using modulo-2 arithmetic. Specifically, an EC defined across the
finite field GF (2m) the binary field follows the equation y2 + xy =
x2 + ax2 + b, optimizing for both performance and security in cryp-
tographic applications [52]. These curves have unique properties that
make them suitable for cryptographic operations.

Previously, RSA was the dominant public key encryption method
until the full advent and adoption of ECC. ECC’s security hinges on
the difficulty of solving the Elliptic Curve Discrete Logarithm Prob-
lem (ECDLP). Advancements in solving RSA’s complex problems
necessitated an increase in operand sizes to 3072 bits to achieve a
128-bit security level, whereas ECC achieves the same security with
just 256 bits [53]. The strength of ECC largely depends on the choice
of curve; thus, organizations such as the National Institute of Stan-
dards and Technology (NIST) and the International Organization for
Standardization (ISO) have endorsed specific ECC curves to ensure
secure cryptographic encryption [54]. ECC is recognized for provid-
ing robust IT solutions, ensuring confidentiality, authenticity, relia-
bility of data transmission, and non-repudiation. Furthermore, the
Diffie-Hellman key exchange mechanism, integral to ECC, secures
principal communications over public networks through the use of
public and private keys [55].

ECC-based solutions, such as mutual authentication, secure key
exchange, digital signatures, and encryption, ensure data security in
RFID systems by preserving confidentiality, integrity, and authentic-
ity [56]. These solutions involve the exchange of encrypted challenges
and responses between tags and readers to ensure that only authen-
ticated entities communicate. Secure key exchange is facilitated by
ECC protocols like ECDH, which establish confidential keys for sub-
sequent encrypted communication [57]. In [58] digital signatures,
such as ECDSA, verify the source and integrity of RFID data, ensur-
ing this encryption has not been tampered with. Using ECC with
a symmetric algorithm protects RFID data, allowing access only to
authorized parties.

RFID systems are susceptible to attacks like network scanning,
tracking, and eavesdropping since they rely on wireless communica-
tion routes between cards and card readers [20]. However, by offering
an effective security plan for RFID networks, ECC-based solutions
can aid in securing this technology. In Figure 2, we have shown that
ECC involves a secure information exchange process that enhances
security while maintaining efficiency. The server initiates authenti-
cation by generating a challenge which the RFID tag must respond
to. The tag uses ECC to generate a cryptographic response. Upon
receiving this response, the server verifies it using ECC algorithms
to ensure its validity. If the response is verified, authentication is
successful. This process ensures that the exchange of information
between the server and the RFID tag remains secure, leveraging the
strong cryptographic capabilities of ECC to prevent unauthorized
access and ensure data integrity.

4. Proposed Identity-Based RFIDMutual Authentication
Scheme on ECC

The proposed Identity-Based RFID Mutual Authentication Scheme
on ECC intends to improve the RFID system’s efficiency and security
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Figure 2. The secure information exchange in the Authentication Protocol in RFID utilizing ECC. Figure 2

Figure 3. Depicts a general overview of the proposed model.

in IoT. The scheme makes use of ECC’s built-in advantages, such as
its capacity to offer strong security with reduced key sizes, which
makes it perfect for RFID tags with limited resources. By ensur-
ing mutual authentication between the RFID tag and the reader, the
protocol guards against unwanted access and mitigates a number of
threats, such as SCA, replay, and MITM. The protocol guarantees
the secrecy, integrity, and validity of the communication between
the tag and the reader by employing key exchange mechanisms and
encryption based on ECC. The plan is also made to reduce commu-
nication and computation overhead, which makes it appropriate for
low-power Internet of Things devices.

Figure 3 shows the safe communication flow between the RFID
tag, reader, and backend server. The process of mutual authentica-
tion, in which the tag and the reader confirm each other’s identities
in order to create a secure connection, is highlighted in the diagram.
The use of ECC for encryption and key exchange is essential to this

system since it offers a strong defense against several threats, such
as SCA, replay attacks, and MITM attacks. The ‘Lock Encrypted’
symbol indicates that the communication is protected by encryp-
tion, guaranteeing the integrity and confidentiality of the data. The
difference between secure and insecure communication channels
emphasizes how crucial it is to put robust security mechanisms in
place to safeguard private information sent back and forth between
the tag and the reader.

ECC algorithms are implemented in a way that they are resistant
to Figure, which is important for RFID tags that might be phys-
ically accessible to attackers [59]. Modifications to elliptic curves
for low-frequency operations involve adjustments at the mathemat-
ical level, enhancing their applicability [60]. At the hardware level,
the effectiveness of ECC implementations, particularly the scalar
multiplication algorithm, is significantly influenced by the choice of
hardware architecture. This tailored approach optimizes resource use
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Figure 4. Verification, Establishment, and Management of an RFID System Using ECC.

in RFID applications, leveraging ECC’s benefits to enhance security
efficiently. The RFID authentication protocol using ECC ensures the
secure establishment and management of information exchange as
depicted in Figure 3. This process involves mutual authentication
where both the server and the RFID tag authenticate each other using
a challenge-response protocol. ECC is utilized for key generation,
encryption, and verifying the integrity and confidentiality of mes-
sages, making the system secure against replay attacks. By encrypt-
ing communications with the server’s public key and generating
unique challenges and responses, the protocol ensures that confiden-
tial information remains protected throughout the authentication
process, as shown in Figure 4.

4.1. Key establishment andmanagement

Key establishment and management are critical aspects of cryp-
tographic systems, ensuring secure and efficient communication
between parties [61]. Securely generate cryptographic keys using
random number generators. Keys can be symmetric (shared) or
asymmetric (public-private) [62] as depicted in Figure 4.

4.1.1. Data encryption
To ensure secure communication, the process typically starts with
generating an ECC key pair, containing both a private and a pub-
lic key [63]. While the private key remains confidential, the public
key is shared openly. In scenarios involving two parties, an ECC-
based key exchange protocol like ECDH is utilized to create a mutual
secret key, which is then used for symmetric encryption. Employing
the agreed-upon secret key, information is encrypted using a sym-
metric encryption method such as Advanced Encryption Standard
(AES) [64]. This process involves dividing the data into segments and

encrypting them using the symmetric key. Eventually, the encrypted
data is securely transmitted, ensuring the inclusion of necessary
details like the public key and any additional parameters required
for decryption, thereby ensuring its secure delivery to the intended
recipient [34].

4.1.2. Decoding encrypted data
To start the decryption procedure, obtain a private key from the
ECC key pair utilized in the encryption process, if required, as it
plays a crucial role in generating the shared secret key necessary for
symmetric decryption [65]. If encryption employs a key agreement
protocol [66], use the recipient’s private key and the sender’s public
key to implement this protocol and create a shared secret key. Then,
utilize this mutual secret key to decrypt the encrypted data symmet-
rically, applying the same symmetric encryptionmethod and settings
used during encryption. Process each block of data individually to
retrieve the original plaintext [67]. Lastly, verify the integrity of the
decrypted data by checking for any modifications during storage or
transmission, employing methods like digital signatures or Message
Authentication Codes (MACs).

4.1.3. Tag ownership transfer
Theprocess of transferring ownership of a tag is more complex than
simple tag-to-reader authentication or mutual authentication due to
the involvement of both the existing and prospective owners. This
transfer process is intricately linked to the tag’s authenticity by its
reader [68]. Recently, an authentication protocol that facilitates tag
ownership transfer using hash and XOR operations. They assert that
their protocol ensures the untraceability of tags, even in the presence
of sophisticated adversaries, thereby enhancing security during the
ownership transfer phase.
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4.1.4. Cryptographic hash functions
Cryptographic hash functions, such as SHA-256, can be effectively
utilized in RFID systems to ensure data integrity [69]. Hash functions
produce consistent hash values of a specific size that uniquely iden-
tify the input data, allowing for the detection of any modifications or
tampering of the RFID data. This approach serves as a strong tech-
nique to safeguard the genuineness and completeness of RFID data,
especially when combined with techniques like ECC.

4.1.5. Privacy-preserving protocols
To address privacy concerns, cryptographic techniques like
pseudonyms and anonymous authentication can be used.
Pseudonyms protect the identity of the tag by using temporary iden-
tifiers instead of permanent ones, and anonymous authentication
protocols allow tags to authenticate without revealing their unique
identifiers [70].

4.2. Registration phase

In this section, we will fully explain the Registration phase. In the
proposed scheme, it is assumed that the communication between the
reader and the back-end server is secure, while the communication
between the tag and the reader is not secure. The symbols and terms
used to describe the system are listed below.

n and q denote large prime numbers.–
r1 signifies a random number generated by the reader.
r2 represents a random number generated by the tag.
fq denotes the finite field of q representing a finite field.
a and b are two parameters of an elliptic curve.
p represents a prime number generation of E
Xs signifies the private key generated by the server.

Ps represents the public key generated by the server, calculated
as Ps = Xs.P

K denotes the identity of the tag.
Pt signifies the confidential key exchanged between the tag

and the server.
IDS represents the tag’s unique identity pseudonym.
h() Represents a secure irreversible hashing algorithm that

maps finite binary inputs to integers in the specified range [2, n2].

4.2.1. Our ECC algorithm design and improvement scheme
Our ECC algorithm design and improvement scheme for the RFID
authentication process aims to enhance security and efficiency. In
this scheme, both the tag and the reader mutually authenticate one
another. The authentication process is summarized in Figure 5.

4.2.2. Authentication phase
The authentication phases are as follows:
Step 1. Server to Tag (Initialization):
During the initialization phase of communication from the server to
the tag takes in the following manner-

• The server generates a random number r1 from the set of integers
(In).

• It computes Rs = r1.p, where p is a point on an elliptic curve.
• The server sends {Rs} to the tag to initiate the authentication

process.

This step establishes the foundation for secure communication by
generating and exchanging cryptographic parameters.
Step 2. Communication from Tag to Server (Authentication
Request):

Figure 5. A Proposed Scheme.
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Tag Action:
The tag generates a random number r2 from the set of integers (In).

It computes:

• Rt = r2.p,
• St1 = r2ptRs,
• St2 = PsptRs
• St3 = h(Xt + IDS)
• ATt = St1 ⊕ St2 ⊕ Xt

The tag sends ATt , St3 to the server. In this step the tag request
authentication from the server by sending computed cryptographic
values.
Step 3. Server to Tag (Authentication Response):
Server Action:

The server computes:

• SR1 = r1Pt
• SR2 = Xt.Pt k
• Xt′ = ATt ⊕ SR1 ⊕ SR2

The server verifies if pt exists in its database:

• If pt is not found, the session is terminated.
• If pt is found, the server proceeds to compute
• SR3 = h(IDS + k)
• ATr = Xt′ ⊕ SR1 ⊕ SR2.

The server sends ATr , SR3 to the tag. This step ensures the integrity
and authenticity of the server’s response, enabling secure communi-
cation.
Step 4. Tag Verification:
Tag Action:

The tag compares the received SR3 with the computed valueATr .

• If SR3 matches ATr, the server is authenticated.
• If SR3 does not match ATr, the tag terminates the session to

prevent potential security breaches.

This step ensures the integrity and authenticity of the server’s
response, completing the mutual authentication process.

5. Performance evaluation

The performance evaluation of RFID authentication protocol secu-
rity using ECC involves assessing various aspects such as compu-
tational costs, storage memory requirements, and communication
costs incurred under the schemes. This evaluation aims to compare
the level of security offered by each protocol by examining whether
they satisfy a set of security properties under a multi-level adver-
sarial model. The security properties examined typically include tag
anonymity, tag authenticity, reader authenticity, session unlinkabil-
ity, forward secrecy, and desynchronization resilience. Additionally,
the evaluation includes analysing the overhead in terms of compu-
tational costs, storage memory requirements, and communication
costs to determine the efficiency and effectiveness of the ECC-based
RFID authentication protocols.

5.1. Tags and reader computational cost (s) overhead analysis

The computational cost of elliptic curve operations is determined
by their execution time. For instance, performing elliptic curve
scalar multiplication on a 160-bit key using a 5 MHz processor
takes approximately T = 0.064 s. Since the time taken for the hash

Table 2. Comparison of computational cost.

Protocol Tag’s Total running time (s) Reader Total running time (s) Total cost

[16] 3Tm + 2Ta = 0.1984 s 6Tm + 2Ta = 0.3904 s 0.5888s
[17] 5Tm + 2Ta = 0.3264 s 5Tm + 2Ta = 0.3264 s 0.6528s
[18] 3Tm+6Th = 0.192 s 4Tm+7Th = 0.256 s 0.448s
[19] 5Tm+2Th + Ta = 0.3232 s 5Tm + 2Th + Ta = 0.3232 s 0.6464s
[20] 4Tm +Ta = 0.2592 s 4Tm +Ta = 0.2592 s 0.5184s
[21] 3Tm + 3Th + Ta = 0.1952 s 3Tm + 3Th + Ta = 0.1952 s 0.3904s
[22] 4Tm + 3Ta = 0.2656 s 4Tm + 3Ta = 0.2656 s 0.5312s
[23] TmTh = 0.064 s TmTh = 0.064 s 0.128s
[24] 4Tm + 3Ta = 0.2656 s 2Tm + Ta = 0.1312 s 0.3968s
[26] 4Tm + 2Th = 0.2533 s 4Tm + 2Th = 0.2533 s 0.5066
[27] 3Tm + 2Th = 0.1902 s 3Tm + 2Th = 0.1902 s 0.3804s
Proposed 2Tm+Th+Ta = 0.1312 s 64Tm+Th+Ta = 0.0672 s 0.1984s

function (Th) on both the Server and Tag is very low. So, we can
neglect this in our calculations [71]. If Tm represents the running
time required for multiplication on the Tag, the approximate run-
ning time for a square operation is Tm = T× 0.064. Similarly, the
running time for addition is approximately Ta = (Ta ×T/20). For
the Server, if T’ is the running time for multiplication, the square
operation takes T’/5, and the addition operation takes approximately
Ta = (Ta ×T’/20).

Based on the notations provided, we compared the computa-
tional cost of our proposed protocol with eleven existing protocols,
as shown in Table 2. The results show that our protocol is superior
to others in terms of computational efficiency. Although the [23]
protocol has a lower computational cost, it lacks security against
SCA. Our proposed protocol addresses these vulnerabilities, pro-
viding enhanced security without significantly increasing computa-
tional cost. The incorporation of SCA-resistant techniques results in
amarginal rise in computational complexity relative to protocols that
do not mitigate SCA. This trade-off is essential for ensuring robust
security, as SCA weaknesses may result in the extraction of private
keys and compromise the entire system.

The proposed scheme is designed to provide robust security
against a variety of attacks, including key compromise and imperson-
ation attacks. In the proposed scheme, even if an adversary compro-
mises the private key of one entity, they cannot impersonate another
entity without knowing the random numbers and other parameters
used in the authentication process.

Further, we provide a comparative analysis of each of the 11 proto-
cols. Table 2 and Figure 6 detail the number of scalar multiplications
required by the tag and reader for each protocol and calculate the
total computation time based on the previously stated assumption of
0.064s per scalar multiplication. Furthermore, Table 2 and Figure 6
compare the calculation costs with several related works. The results
indicate that, compared to the protocols in [16–27], our improved
version requires less computational time to perform the total number
of scalar multiplication operations needed. Furthermore, our proto-
col does not require any additional calculation to provide enhanced
capabilities and additional privacy features. These properties make
our protocol the least computationally time-consuming protocol.

5.2. Comparison of security and privacy with existing schemes

We focus on the security analysis of various proposed protocols.
Table 3 evaluates the security and vulnerability of different proto-
cols against wireless and physical attacks that RFID systems may
encounter.

Through a number of important measures, such as mutual
authentication, ECC-based encryption, resistance to side-channel
attacks, and a challenge-response system, the suggested RFID
authentication scheme improves security. Strong defense against a
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Figure 6. Comparison of Tag and Reader and Total Computational Cost.

Table 3. Comparison of Security and Privacy (Yes: indicates protection from such attacks. No: vulnerable to such attacks. ‘-’ denotes lack of treatment.).

Protocols Replay MITM Impersonation Key compromise DoS Server spoofing Cloning SCA SPA DEMA

[16] Yes Yes No Yes Yes Yes Yes Yes Yes No
[17] Yes Yes Yes Yes Yes Yes Yes - No No
[18] Yes - - Yes Yes - - No No No
[19] Yes Yes Yes - Yes - No - Yes No
[20] Yes Yes No Yes Yes Yes Yes No No No
[21] Yes Yes - Yes Yes No Yes - No No
[22] Yes Yes Yes Yes Yes Yes Yes No No No
[23] Yes Yes Yes - - Yes - No - No
[24] - Yes Yes - - - - - Yes No
[26] Yes - - - Yes Yes - Yes No No
[27] Yes - - Yes Yes Yes Yes Yes No No
Proposed Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

variety of attacks, such as replay, impersonation, man-in-the-middle,
and key compromise attacks, is guaranteed by these features. The
security features of the scheme have been confirmed by rigorous ver-
ification utilizing the AVISPA tool. Table 3 provides a comprehensive
overview of the security components.

6. Discussion

The paper discusses various RFID authentication protocols using
ECC, which provide mutual authentication and demonstrate
resilience against major security attacks. However, these protocols
have limitations and vulnerabilities, such as the inability to resist
SCA, DoS attacks, and desynchronization attacks. The quantity of
data sent between the RFID tag and the reader during the authenti-
cation process is referred to as the ‘communication cost’ in relation
to RFID systems. It is crucial to minimize the communication cost to
reduce power consumption and improve system efficiency.

6.1. Practical considerations

The AVISPA tool is a powerful formal verification tool used in
the research paper to analyse and verify the security properties of
cryptographic protocols [72]. AVISPA employs a variety of formal
methods, including the Strand Spaces, and the applied pi-calculus,
to rigorously analyse the security aspects of protocols [73]. It allows
researchers to model and simulate the behaviour of protocols, detect
vulnerabilities, and verify security properties such as confiden-
tiality, integrity, authentication, and availability. By using AVISPA,
researchers can assess the robustness of their protocols against
various security threats, including MITM attacks, replay attacks,

and impersonation attacks [71]. The program offers a methodical
way to assess cryptographic protocols’ level of security, ensuring
that they meet the desired security requirements before deployment
in real-world applications. Our proposed scheme is verified using
AVISPA tools as shown in Figure 7 and Figure 8.

6.2. Future research directions

Future research directions in RFID authentication systems using
Elliptic Curve Cryptography focus on several key areas, as follows:

• Lightweight Authentication Protocols: Developing lightweight
authentication protocols that can be efficiently implemented on
low-cost RFID tags while maintaining robust security is crucial.
ECC-based protocols are particularly suitable due to their com-
putational efficiency, making them ideal for resource-constrained
environments.

• Energy Efficiency: RFID systems often operate in environments
where energy efficiency is critical. The research aims to develop
ECC-based protocols that minimize power consumption while
maintaining security, thereby enhancing the longevity of RFID
devices.

• Security Analysis and Improvement: Continuous security analy-
sis and improvement of ECC-based RFID authentication proto-
cols are necessary to address potential vulnerabilities and ensure
robustness. This includes cryptanalysis of existing protocols and
the development of new, more secure protocols. Integrating ECC-
based RFID authentication protocols with other technologies,
such as wireless sensor networks and the IoT, can enhance the
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Figure 7. Analysis of our protocol using AVISPA’s ATSE Backend module yielded favourable results.

Figure 8. Analysis of our protocol using AVISPA’s OFMC Backend module favourable results.

Downloaded for personal academic use. All rights reserved. https://papernode.online/

https://ballisticcomainvitation.com/t2e548yr3v?key=403e8f291d0b160c8210d10a973a50a9


436 M. OZAIF ET AL.

overall security and efficiency of these systems. This interdisci-
plinary approach can provide comprehensive security solutions
for interconnected environments.

7. Conclusion

The proposed ECC-based RFID mutual authentication scheme mit-
igates significant vulnerabilities in current protocols, including SCA,
replay attacks, and impersonation threats, while guaranteeingmutual
authentication, confidentiality, and efficiency. Through the optimiza-
tion of computational expenses and the utilization of ECC, the pro-
tocol attains enhanced performance relative to previous protocols,
as indicated by comparative assessments and implementation out-
comes. The incorporation of formal verification techniques such as
AVISPA further supports its resilience against security risks. This
research enhances the security of IoT andRFID systems by providing
a scalable and lightweight solution appropriate for resource-limited
contexts, while emphasizing the necessity of ongoing innovation to
address growing threats in interconnected systems.
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